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1.3 {5}/ Routing / Transparent 81=%f /7 52|

Routing Mode B NAT (Network Address Translation) iz » it %q ok ﬁtﬂﬁﬁfﬁ
FEAP > 2o — AR A [“F“ﬁ:ﬂ]”ﬁt bpl— 1P tﬁMﬁ
CUEEE Ty A G T TV R EE 4 L ’l%'ﬁ*%ﬁﬁ' T
PEF'@W o y[[_k qgﬁﬂ:’ﬁ»q\

HEl IP(163.25. XXX . XXX)

Switch HUB 0

-

NAT +FIREWALL+DHCP+NTOP

N

E-1P(192.168.0.0/255.255.255.0)

( Switch HUB o

Name:PC1 Name:PC10
1P:192.168.0.3 1P:192.168.0.22

A W TR RUCREAT NAT ROl Bvgprs i AR i



Transparent Mode g 5fjfsi=" » A7 [‘Bﬁ}% 1=V (Bridge) ﬁ’@ﬁ;{;‘ﬁ\ SIS [ Iy
ST PRSI L I - 9 e

Hgr 1P(163.25. XXX . XXX)

Name:PC1 FIREWALL Name:PC2
1IP:163.30.100.1 IP;:163.30.100.2

Switch HUB 'j

00 000 0000000000000 000000000OCOCVKOCGINIGIIIO
00 0000000000 0000000000000000C0OCKCKGNITS

FIREWALL+ NTOP

Switch HUB ';

Name:PC3 Name:PC4
IP:163.30.100.3 FIREWALL IP:163.30.100.4
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b © 3COM 3C996B-T BCM5701 (Broadcom Tigon3)
Intel Pro/1000

Intel 182559/182558/182551/182550
DLink DL2000

Nation Semiconductor DP83820
Packet Engines Hamachi GNIC-11
Packet Engines Yellowfin
Realtek 8169

Marvell Yukon SK-98xx

3COM 3cR990 Typhoon

AMD 8111-based

Broadcom 4400

Mysom MTD-800

nForce Ethernet

Sundance Alta

Winbond W89c840

3Com etherlink

NE2000

Ether WOKRDS DE425

DM9102

Digital 21x4x Tulip

Intel i82557/182558

AMD PCnet32

Compag Netlligent
100VG-AnyLan

VIA Rhine

Digi Intel RighSwitch SE-X
Realtek 8139

SiS 900

SMC EtherPower 11

FA-311 DP83815

Adaptec Starfire
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Stepl. IV Fixit Z2f o EFDLEETRFEA- o

/|

Welcomwe to the FreeBSD installation and configuration tool. Please
select one of the options below by using the arrow keys or Lyping the
first character of the option name you're interested in. Invoke an
option with [3FPACE] or [ENTER]. To exit, use [TAE] to move to Exit.

Uuick start - How to use this menu system
Eegin a standard installation [(reconmended)
Eegin a guick installation (for experts)
Eegin a custom installation [(for exXperts)
o post-install configuration of FreeBSD
Installation instructions, README, etc.
Select keyboard type

View/Set various installation options

Repair mode with CDREOM/DVD/floppy or
Upgrade an existing SysStem

Load default install configuration
Glossary of functions

X Exit Install

Step2. =V 2 CDROM/DVD #fi «

There are three ways of going into "fixit" mode:

- wou can use the live filesystem CDROM/DVD, in which case there will be
full access to the complete set of FreeBSD commands and utilities,

— wou can use the more limited (but perhaps customized) fixit floppy,

- 0r you can start an Emergency Holographic 3hell now, which i=s
limited to the subset of commands that is already svailable right now.

Exit this menu (returning to previous)

Use the "liwve™ filesystemwm CDROM/DVD
Use a floppy generated from the fixit image
Start an Emergency Holographic Shell

cancel
Step3. #ﬁ”ﬁ?{’éz]?'lﬁﬁ“ /mnt2/setup  FEFERREET o

Step4. (7 %’,waﬁi , ﬁ'i? * S SRR B H o



2.3 aﬁ‘fﬁ%ii'ﬁ%ﬁ—’

Stepl. BF #aigﬂéw I nﬁ'ﬁ@’?[t'i:ﬂlogm SR YIRS A LT £ A
FH%FFI] !

Step2. —F%ﬁﬁ?ﬁﬁ%ﬁ root ~ ifED netadmin - 3EFF  RBEEI(E

Step3. " setup - Al RS

Configure Wetwork Interface.
Reboot
Reset Firvewall & A1l Deny IF

Routing ~ Transpatent Mode
Exit

ok ok ok ok ok %

Choice<1™5 [11>:

TP
1. Configure Network Interface r%ﬂgﬁﬁ?%‘, e IP AR
2. Reboot ELPTIES
3. Reset Firewall & All Deny IP };' %?F%JJ e | [ B
4. Routing / Transparent Mode NAT FY sZspifti =t =g
5. Exit B

Step4.

SRR - R

Ead
= 1. Configure Out-sIn Interface IP & Hostname.
= 2. Save & Exit

= 3. Exit

Ead

Choice<1™3 [11>:

StepS. ¥ H TP fiIREYFHE DNS 141 °

Out IP Address @ 163.38.1.1
Out Metmazk : 255.255.255.8
Defaunlt Gatewaywy = 163.38.1.254

In IP Address = 192.168.8.1
DMS Server - 163.380.8.1
ostname : nat.shewi.com.tw




%Out IP Address #7- 57— J=551 > InIP Address FR5Y- SR £ < S 1%
L B9HS PCLERIFOEIT 192+ R - SR o 9t s -

Step6. L FIIREF 2 2T IR SRR

Ead

= 1 __Coofioure OutsIn Interface IPF & Hoztname.
= 2. Bave & Exit
Ead
Ead

J= LHXILIL

Choice<1™3 [11>:

Step7. FIEVEIRIES i - F[7 Tl

BT (AR



2.4 Routing & Transparent f51=¢ r%’z‘%‘—
HEAEEE SR B T LS () » St ™ Rl 2 4 el

Configure Wetwork Interface.
Reboot
Rezet Fivrewall & A1l Denow TP

Routing ~ Transpatent Mode
EX1T

ok ok % ok ok %

Choice<1™5 [11>:

Stepl. EEAFEBL =cir§ ol il o B A i FS o

1. Routing HMode.

2. Transpatent Mode.
J. Bave & Reboot

4. Exit

¥ K Ok ¥ % X

Choice<1™4 [11>: 1

A 1P
it

ﬁ% : Transparent Mode ;™) ™ > Foa=pvafE IP?,P"* ;in#ﬁ 91
';:‘ j{[ﬁ R e P A 2 Y BRI F A FVEARS [
r1ug,oko

10



31 TS f L
Stepl. ™ BB AL GRS T RUEEGE AR TP A
(IS TP 45 192.168.0.1)

A MEEERE-- il sEhcEF K - Microsoft Internet E

BRE RBE G0 BOSEW IADO e
Ot -Q XKREG Po=
ﬁi‘@ hitp:#192.168 0.1 fad nind i
I b ™

hitp://192.168.0.1/admin/ 3% * AR -

Step2. iy * IRV admin =il netadmin
BRAEE  AERABEBR®
B BRESAERAS BRAK : 2.1

S8 emenenes
]

hERE S R R R AR S HERG | hitpfwebiyc.edutw/modules/eo_custom/deny_ip.php

WFERTE . IEE SRS EE AT T5E . 034896769 {EF | 034791472

Step3. RId¥ ﬁ‘;’ﬂ%

2, 1,

EERETE sesssese
oy eews
B —ir |esse
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Stepd. fjf A A RAE

MlfepO( 192.168.0.133)
%i% bl
AR Cleldf 192.168.1.1 )

REFRAFR 5 riE

MYES
SiHF2F
sl Efrgy o |10
FINEEREHE FBEECDA3-26D1 A83U-F&aC
i H Y .
& H  HE03/01/2006
1. gﬁ@ﬁ@;ﬁﬁ{&@ﬂﬁ (RN fer S Al R = E Pl AL A2 [f F'
0. Féﬂ?ﬁﬁﬁ\ﬂjféﬂ— HEER, S 7’}%7\37@;&, PIERFT) RIPAHER B 10 53 G (IR
‘ %ﬂgﬂﬂj [l IR DA ) R I - (E
3.

RSt B2 R g I S LR 100 B
F‘j/-, i it ﬁgl o

4. U RBGT ER T-EE R Ef"g’ﬂﬂmﬁﬁéﬁl@ FIERR - R

5. Rk S ST -

32 & fijp
PR ﬁﬁ'ﬁi/nﬁrm (o7 Ifr - B4R NAT 2 DHCP 0P > IPRRiaen I
IR R R R P DT RL = I s AR 2R TR -
U I R #ﬁ*f
Stepl. TVIH FRk [*’FJE,

FREP2E  YES

EIIRER A

BES PNEE
( wmemess )

ST AV N B R > SRSV 2 I S -
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Step2. IH-BEELAREE L MAC =2 BS15 & A0 )75 o LR % 2

_”D

a5 IR EE G A F LIS S ReRre - 38 o
94316e40493556633301e55674a2db84£d9d3d 70

A EY - E'F?[J”Jw [ RL B-Mail 2 JV I EEH TBRE AL R i -
ﬁl%a@ﬁhiﬂ ijn“léij* °

Step3. [ * ’ETFEI*JFr s

AFHIHS) [E=] A e
feHlP2F  YES
%Ijjﬁ%ﬁ{%ﬁ SO WD 00T )

Fai2 R
7 Jﬁ:tP'JFf SEANF LA R A BT R P o

Step4. %’@%}F'Ji}%’?{:

HESAI R
w A H 1220371072006 Frdie H Y
=Ef H H1503/01/2006
RISEIAE

GISREE T mw—: FIERBE SR 30 T O B ¥
e EAR qaiffm

HBRE=E 2 A =N - MAC Address E| ‘%J fh fir éﬁiﬁyﬁﬁ,l %E:E[}g&ﬁf
TR R e e rdf F IR O]

3.3 E'ﬁf‘ﬁﬁv?ﬁﬁﬁ%‘%

gl fHJIﬁ\ CIPVERE U s i WLF“F@‘% FEABIFEY :ﬁﬁ*‘*%‘[r,p

RLZER ] P2P iR 2V ’g‘rﬁ HE Z{a'ﬁtﬁcpl—:t i ﬁﬁgl?ﬁ%ﬁﬂﬁl
A IP Mo 7 2 'fﬁ E TR T “ I YT ‘TFHET CE O = [UHIREE RN =1 of L
IP 5982 Al e iy - A ?ﬁﬁlﬁiﬁjiﬂ o BV R o

Stepl . FEHTHASHIEY Port = ARIEY

upt icges(ie BEGETIE By KmE
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Step2 }E{gj'ﬁ ):1 Eﬁi grgl!—g(;g{-’rg F&ilgul;‘tl[

FiE fi A thae

icmp 130 |
445 |20 - WilEE
443 |[20 - R
& 20 il
30 100 - R
= 20 il
E |20 il
139 IES | il
135 |50 - R
137 |50 - HilEE
1433 |20 | P
]

%ﬂ@?ﬂﬁft”ﬁ%%éo Al ’PE%?OportﬁIOO' J b BB YR 2 B
:F'T ERRE SR T P T 0T B TCP B RL UDP 85 -

Step3. FiIFTHEARG F7h

El;g?f }Jlﬁl ff% Fj=*x EIH'JF%_L

AT F[ ﬁ“ﬂlﬁ\%rf pﬁiﬁ”ﬁ vpglf‘ﬁ[uﬁfuﬂ‘ it eRC s Clailies Ik ”“I*’TFI ‘
T eFEE VAR A - SO E I Y PR e o
FUIERY P & RS o -

Stepl. £ “FT*%”:' [ ml%i

g wE

‘F‘—J ESEEE EJI%}JQ[:L_ Fle

cu
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Step2. = gﬂﬁiﬁfﬂ IP

FELRIIP PR Bport
FEIFEHRIFIAE

IC |140.111.123.33 | Tﬂ

[IUEE 2 A E'f‘”?ﬁ"{ﬁﬁ IP & (I

E30aiEi it ﬁﬂfk[ IP B RL | jf'z[ P n‘%[f (e /]UFHS P Eﬂjf e [EE /F’?EJ
F'g JEE[F- 1P HrfF,' (1] : ;\';\'c‘[ ﬁ%ﬁvzﬁggu) ypﬁ%‘ Sﬁ IP Eﬁ Ell

?w (0= PRI L I A ‘Eﬂfi@ﬁﬁ'\o

Step3. = E{ﬂﬁﬂﬁjﬂiﬁ[%fﬁﬁ

FELRIIP FEBport

FEMFEFIERIPORT
PORTERHBIEARIR

1 TCP 3389
2 TCP 5000

1. PORT 2. TG
1863 |

| AR A R —TET S S—HHERE
b Dot start-port end

M ?F,Fligaﬂmﬁ[*ﬁ il TCPFI‘/UDPiyEJ“ TR IR A O E I
M‘ TR EE G- = B ETCP 3389 & TCP 5000 & TCP 1863 s » {F! Al
' 7 I TCP 80 7y TCP 21 S7H {974 = fuh - ﬂ’q 2 [g_;c’;[j;&f@gﬁyi@h S

R
Step4. Fi ;9?‘?%‘;[5% , f"}JfFff
E[;Q?fs[r‘éﬁ]}% }I%I IR Elﬂrjr%i
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B“B’U%I’Jé\ ke[ [PEERVET - HIBEA E O R pE e S O [

./iﬂ—ﬁ“-ﬁ«; @%HM’“*FEW% ' A

%ﬁﬁ%ﬁmﬁﬁﬁﬁiﬁuéﬂ$&%xi%%&
/ %ﬁifﬁ)\ﬁ%ﬁ]ﬁm !&niﬁ“\@ﬁiﬂa iﬁﬁégﬁ%]ﬂg KNE W
B AR 5 TR ] S

/7&?&2&% :%ﬁ%ﬁﬁﬁ@ﬁ%%@gﬁ@g |

T R R AV R ST R s
R T =

3.5 FHRETY TP & Port
WIS LR T SRR R R P e
FRETIEgHIEs A

Stepl. FI 7

o ERIEIRIER b )RR BRI

Step2. FFL’F%BEL Ip i fﬁ,@gl f{' i ELFEE

S
1 140.111.123.33 SFEiFeE 2006/02/28-18:52:53
22033312322 22 2006/02/28-15:54:45
3enl2.33.11 ICMF 2006/02/28-18:54:51
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Stepd. = PUIEFIZSEFR RIS
EIRTRRIRET

1 140.111.128.33 SFE5eE 200B/02/28-18:52:53

2203.33.123.2 L06M2A28-18:54:45
3enl2.33.11 ICMF 2006/02/28-18:54:51

F7FE ElHyPort
PR fRBLPORT

1 TCP 3389
2 TCE 5000
3 TCP 1863

Stepd. I [ 1 B g

StepS. H lff{}fl’?%ﬁ%f‘? IP Fy s R AT

1 140.111.123.3€ (% | )
2203.33.123.22

386.12.33.11
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36 [I9HEE - QOS SHRILIETY  AHS o

PERIP FERport FIHEEIP SEEIERIEER

RSB EIPIE
H_H
192.168.1.1 |[i‘*';hn]

1= H‘- ERE I‘?F%%E[ FHt s HE Fé*ﬁv\ﬁff, £ l% 1P 7j ﬁlggﬁ&iﬁ GIBY h@ﬂg”ﬁj?ﬂ
;g JJE T _._ﬁlxvgi =t ’L“E jFIJH“ °

FEEIP [E&lort MBI S5SIESEE

SR RPRBIE
AEEEWIE miﬂ%ﬁ??‘iﬂ%ﬁﬁﬁﬂ .

1 [172161250 [[20 — || Ehits q[ﬂﬂﬂ%][fr%ﬂz]
|192.168.0.150 |10 || Ruis || Ml | (22 |
= | | Rhivs ~ | [¥00]

HH IR FEEET RE HAREEES LR

=g i LEﬁEAQOS#’EFHﬁJH pglgl{uﬁkufgs REER sy T

FEIEYE BRIEERE b GEER T BERETE BTFETE HEMER FiEg ZH SihEeE
S gis0( 192.168.0.250 )RR R I LA
HEET @ emd(172.16.1.1)

15:05:01. 481688 IP 172.16.1.250 = 168.95.1.1: ICMP echo request, 1d 512, seg 152938, length 40 -
15:05:01.528415 [P 162.85.1.1 = 172.16.1.250: ICMP echo reply, id 512, seg 15808, lemgth 40
15:05:02.497301 1P 172.16.1.250 = 1AB.05.1.1: ICMP echo request, id 512, seq 14154, length 40
15:05:02.544572 1P 168,95, 1.1 = 172.16.1.250: ICMP echo reply, 1d 512, segq 16154, length 40
15:05:03.497362 IP 172.16.1.250 = 168.95.1.1: ICMP echo request, 1d 512, seg 14410, length 40
15:05:03,544240 [P 162.85.1.1 = 172.16.1.250: ICMP echo reply, id 512, seg 16410, lemgth 40
15:05-04 . 513202 1P 172.16.1.250 = 1AB.05.1.1: ICMP echo request, id 512, seq 1éAéé, length 40
15:05:04. 560708 IP 168,951,101 = 172.16.1.250: ICMP echo reply, 1d 512, segq 16666, length 40 W
15:05:05.513178 IP 172.16.1.250 = 168.95.1.1: ICMP echo request, 1d 512, seg 14922, length 40
15:05:05,579100 [P 162.85.1.1 = 172.16.1.250: ICMP echo reply, id 512, seg 16022, lemgth 40
15:05:06.513269 1P 172.16.1.250 = 1AB.05.1.1: ICMP echo request, id 512, seq 17178, length 40
15:05:06.560597 IP 168,951,101 = 172.16.1.250: ICMP echo reply, 1d 512, segq 17178, length 40
15:05:07.513115 IP 172.16.1.250 = 168.95.1.1: ICMP echo request, 1d 512, seg 17434, length 40
15:05:07.562010 [P 162.85.1.1 = 172.16.1.250: ICMP echo reply, id 512, seg 17434, lemgth 40
15:05:08.513210 1P 172.16.1.250 = 1AB.05.1.1: ICMP echo request, id 512, seq 17400, length 40
15:05:08.570169 IP 168,951,101 = 172.16.1.250: ICMP echo reply, 1d 512, segq 17690, length 40
15:05:09,513178 IP 172.16.1.250 = 168.95.1.1: ICMP echo request, 1d 512, segq 17944, length 40
15:05:00,553026 [P 162.85.1.1 = 172.16.1.250: ICMP echo reply, id 512, seq 17046, lemgth 40 v

Pl VR SRV e FRARE BRI VA TR

18
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41 MRTG JhElEmm
BTN A hup://192.168.0.1 (57 MRTG bl

MRTG Overview

Traffic Analysis for 1 - nat.shewi.com.tw

200.0 k
1500 k
100.0 k

T0.0 k

Butes per Second

0.0 k : .
18 16 14 12 10 & 6 4 2 0 22 20 18 16 14 1z

Traffic Analysis for 2 — nat.shewi.com.tw

136.0 k
102.0 k

6.0 k i

34.0 k

Butes per Second

0.0 k
18 16 14 12 10 8 6 4 2 0 22 20 13 16 14 12

FH Bx G 58 719 LTI ROUTER TRAFFIC GRAPHER

Eud M ———— Tabias Oetiker <oetikern@ee. ethz.ch>
B : : : and Dave Rand <dInfbungi.comz>
(=)
a 4.8 M
i)
L]
L 3.2H
o
2o 1M
e o

0.0 M :

16 18 20 22 0 2 4 & 8 1o 12 14 16 15 20 22 ©

A 6120 RS 0.6%) TH B4k 1% BET Fi2C177.6 ke (0.0%)
R A58 0kWEY (0.1%) THT 3058 kb (00%) BT HiH 3000 khed (0.0%)

38 Bk G0 5 T

8.0 M

B0 M 1t
4.0 1

2.0 M

Eits per Second

0.0 M
led Thu Fri Sat Sun Man Tue lWed

BB A 7900 Kb 0.8%) FHT 523196 B (00%) BET 203280 Kl (0.0%)
R 6060 kvl (01%) THT 4155 el (00%) BT i 3029 kW (0.0%)

gH BE Q My F1)

120.0 M

0.0 M
at.o M

30.0 M

Eits per Second

0'0 m . .. . . : .. . .- ; .. - L —
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I%”{L_’“‘J ?ﬂﬁﬁ% [t RTERR
Stepl. http://192.168.0.1

Sorry ! AV [P E R

SHSATE A _E R EMRTCH 28

MULTI ROUTER TRAFFIC GRAPHER

B A

Step2. http://192.168.0.1:10000

ﬁn El%g;ﬁﬁﬂﬁﬁ admin : netadmin

Step2. I%“i[—_ MRTG & ﬁ%ﬁl

Rz Multi Router Traffic Geapher 271
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Step3. I%“i[—_ MRTG i £ ﬁ%ﬁl

MultiRouter Traffic Grapher

o

METZ Configuration

gﬁ? MRTG Configuration -fi

Stepd. T MRTG ¥ &l [

e

e [T | =3

(MR ST S R (AT SRS S T R R

42 NTOP3.1 f&ufRfiss347
BT A hip://192.168.0.1:3000 @E NTOP fiufh &0 53 Bl 2

ntop

About  Summary Al Protocols 1P Media  Admin Utils

Global Traffic Statistics

Name Device | Type Speed Sampling Rate MTU Header Address IPvi Addresses
Metwork Interface{s) | sis0 | sis0 Ethernet o 1814 14 (22013038108 200
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Mote thatthe MetFlow and sFlow plugins - if enabled - force -M to be set {i.e. they disable interface merging).
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Webmin ﬁ pl%‘ﬂ HMRIBURIS o R ”E’HF[ A
http://192.168.0.1: 10000

Stepl. &R ﬁa;'ﬁE,

1 P S
Step2. %Elﬁa;'ﬁﬁ,

SEED
ER-EsrfpssvEsE
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T TS
1 ’f'}%i SPIE AR O o R %J%EIH\E‘%&T FREE > FR ARy (ﬂﬁ
NN J;:gﬁ@;[”ﬁ o)
Stepl. I'} Console H= 7 ™
JF‘T TS ust/local/ete/mrtg/admin/
PIY A3 B 1245 config.php S HEHH

Step?. %@?ﬁi‘m”ﬁ’v[ﬂ vi config.php
<Iphp

$optionFile = "option.txt";

$filename = "data.txt";

$denyFile = "deny.txt";

$tmpFile = "tmp.txt";

$webuser = "www";

$p2pCheck = true;

$p2pLimit = 100;

/Iserver 1p and port. DON'T MODIFY THIS
$localAddress = "127.0.0.1";

$localPort = "3125";

/ladmin config

$session = 30;//min // FLﬂfF'f 2R F I;EI*JT?;H |
$adminName = "admin"; IR R =S
$adminpw = "d92899¢8cba68c8 1bf496197c4f0fdcb0dd44d26"; /1 FFIE/' Hpy jﬂ,ﬁﬁ(%@ﬁ%’xﬁ)

/Ipresent that why can't connect outside network.
$denyMsgHost = "127.0.0.1";
$denyMsgHostPort = "81";

/Iwhere can browse webpage

$haveRestriction = "1"; /0 FA [P Esh flﬁ‘ Ml ‘Ff”ﬁ?\‘ﬁﬁl
$autoDetectAllowNetwork = "1":// 1=Yes;0=No 1 ZA IR & VRS ﬁfg(jﬁl%
,,,,, LA T PO
$allowNetwork = "192.168.0,192.168.60,10.10.10"; I =g@rp #ﬁﬁ}%’?‘?ﬁl@ IP "\Jr'fp”“ e
. Erglj%{u_‘;g 0 EJJ—. [EH ]
$NIC = "1l0";

$duration = "5";
$serialNumber = "FOECBD53-2U6D1A83-F691G713-C99DB44D-50B76501-D42E641432--1871347210";
>

4 “E J where can browse webpage FEITE F 1% r%{?fﬁE NE3 ?VE‘HF\ Y R gVEf A J’fb e
fﬁ[ S TR E | PRSs » 1 A7Ae -
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Shewr Computer CD.,LTD.

03-4896789
03-4791472
117
86370255
Mail service@shewi.com.tw
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